
Dialog Secure Internet
Next-Generation Firewall as a Service

The  attack   surface  in  enterprise  environments

is  constantly  evolving  and  expanding.  This is for

a  number  of  reasons;  including  the  rapid growth 

and    adaption   of   cloud   applications,    the   shift

towards    remote    work,   mainstream   adoption   of 

bring-your-own-device (BYOD)    policies    and   hybrid 

cloud environments.

Next-Generation Firewalls (NGFWs)    are      a      critical

component   of   a   defense-in-depth  strategy.  Enterprises

are   investing   in   NGFW  perimeter  defenses  that  address

these   requirements   and   reduce   the   attack   vectors  that

cyber-criminals   can   use   to  compromise their  environments.

Dialog Secure Internet  is  a  local private-cloud hosted,  virtual based in-line  network security  platform,  which  

converts  the traditional internet services to secure  internet  services  at Internet  Service  Provider  (ISP)  level by 

providing protection at the ISP core network level,  while  threats  are detected,  blocked  and  stopped  before  

they  reach  your  business.

For the first time in Sri Lanka,  Dialog  Secure  Internet,  the  leading in-line network security technology uses their 

own Dialog NFVI platform to  deliver  enterprise  class  security  services,  partnering  with  Gartner  magic  leader 

quadrant  NGFW  providers,  while  catering  for  the  scalable,   next   generation   cyber   security  demands. This 

future-proof  solution  integrates  external  systems  to  deploy   a   holistic   security   framework   across  multiple  

networks from a single point of perimeter control.

Why Dialog Secure Internet is important for your enterprise

24/7 after sales support service with predefined SLA(s) based service contract agreement.

Hosted at Dialog Tier III Certified Data Center in Sri Lanka.

Tighter and deeper integration with Dialog NFVI platform; provides on demand expandability.

We use Gartner magic quadrant leaders square listed next generation firewall product.

Flexible product & service deployment options on pay as you grow business model.

ISP-level protection provides a crucial, added layer of in-line security at perimeter level.

Ability to integrate with legacy network architectures with service provider expertise.
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Dialog Secure Internet Features

 Traditional Internet Solution

 Dialog Secure Internet Solution

ISP gateway level protection

Multi-layer protection

Packet inspection

Stateful inspection

Deep packet inspection

Intrusion detection & prevention

Advanced malware protection (AMP)

Antivirus

Application control

Web/URL filtering

End-to-end protection for
remote access

Secure SDWAN

Centralized administration,
management, maintenance
and reporting

Integration with other
security solutions

24 x 7 managed service (MSSP)
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